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sé: 1310 /syT-vp Ninh Thuén, ngdy29 thang 3 ndam 2023

VIV 16 hdéng bio mat anh
huong cao va nghiém trong
trong cac san pham Microsoft
cong bd thang 2, thang 3 nim
2023.

Kinh gtri: Cac don vi truc thudc.

Tiép nhdn Coéng vin sé 303/STTTT-TTCNTT&TT; Cong vin sb
614/STTTT-TTCNTT&TT ngay 20/3/2023 ctua S& Thong tin va Truyén thong
vé 160 hong bao mat anh hudng cao va nghiém trong trong cic san pham
Microsoft cong b thang 02 va thang 3 nam 2023.

Microsoft dd phat hanh danh sich ban vé thang 2 va thang 3 véi 149 16
hong bao mat trong cic san pham cta minh. Ban phat hanh thang nay dic biét
dang cht ¥ cac 16 hong bao mat c6 mirc anh hudng cao va nghiém trong, cu thé
nhu sau: (1) 04 156 hong bao mat CVE-2023-21529, CVE-2023-21710, CVE-
2023-21707, CVE-2023-21706 trong Microsoft Exchange Server cho phép dbi
tugng tan cong thuc thi ma tir xa. Microsoft Exchange Server di va dang 13 muc
tiéu hang dau dugc cac nhoém tan cong co chu dich (APT) nham dén, cac dbi
tugng tan cong khai thac triét dé. Vi vy, cac co quan, to chitc can dic biét cha y
cling nhu ¢ ké hoach dé khac phuc va tang cuong giam sat nham giam thiéu va
tranh nguy co bi tin cong thong qua cac 15 hong nay; (2) Lo héng bao mat CVE-
2023-21716 trong Microsoft Word cho phép d6i twong tin coéng thuc thi ma tir
xa; (3) Lo hong bao mét CVE-2023-21715 trong Microsoft Publisher cho phep
d6i tuong tin cong thuc hién tin cong vuot qua co ché bao mat (Bypass). L
hong nay dang bi khai thac trong thuc té; (4) 02 156 hong bao mat CVE-2023-
23376, CVE-2023-21812 trong Windows Common Log File System (CLFS)
cho phép d6i tuwong tan cong thyc hién tin cong ning cao dic quyén. Ld hong
nay dang bi khai thac trong thuc té; (5) 03 16 hong bao mat CVE-2023-21705,
CVE-2023-21713, CVE-2023-21528 trong Microsoft SQL Server cho phép dodi
tuong tin cong thuc thi ma tir xa; (6) Ld hong bao mat CVE-2023-21717 trong
Microsoft SharePoint Server cho phép dbi tuong tan cong thuc hién nang cao
dac quyen (7) Lo hong bao mat CVE-2023-23397 trong Microsoft Outlook cho
phép dbi twong tn cong thuc hién tan cong nang cao dédc quyén. LS hong nay
dang bi khai thac trong thuc té; (8) L hong bao mat CVE-2023-24880 trong
Windows SmartScreen cho phép dbi tuong tan cong thuc hién tan cong vuot qua
co ché bao mat (Bypass). Ld hong ndy dang bi khai thac trong thuc té; (9) L3
hdng bao mat CVE-2023-23392 trong HTTP Protocol Stack cho phép déi tuong



tan cong thuc thi ma tir xa; (10) Lo hong bao mat CVE-2023-23415 trong
Internet Control Message Protocol (ICMP) cho phép ddi tuong tin cong thuc thi
ma tr xa; (11) L6 héng bao mat CVE-2023-23399 trong Microsoft Excel cho
phép ddi twong tin coéng thuc thi ma tir xa; (12) L hong bao mat CVE-2023-
23400 trong Windows DNS Server cho phép ddi tuong tin cong thyc thi ma tir
Xa.

(Théng tin chi tiét cac 16 hong bdo mdt cé tai phu luc kém theo).
Nhim dam bao an toan thong tin cho hé thong thong tin cta cac don vi,
gop phan bao dam an toan cho khong gian mang Viét Nam, S& Y t€ yéu cau cac
don vi thuc hién:

1. Kiém tra, ra soat, xac dinh may st dung hé diéu hanh Windows c¢6 kha
nang bi anh hudng. Thyc hién cip nhat ban va kip thoi dé tranh nguy co bi tAn
cong (tham khdo thong tin tai phu luc kem theo).

2. Tang cudng giam sat va san sang phuong an xir Iy khi phat hién c6 dau
hiéu bi khai thac, tdn cong mang; dong thoi thudng xuyén theo ddi kénh canh
béo clia cic co quan chirc ning va cac to chitic 16n vé an toan thong tin dé phat
hién kip thoi cac nguy co tin cong mang.

3. Trong truong hop can dugc hd tro cac don vi lién hé Trung tdm Giam
sat an toan, an ninh, thong tin mang (qua téng dai dién thoai 1022 hoac thw dién
tir: ioc@ninhthuan.gov.vn).

S6'Y té thong bao va yéu cau cac don vi trién khai thuc hién./.
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Phu luc

THONG TIN VE CAC LO HONG BAO MAT TRONG

SAN PHAM MICROSOFT

(Kém theo Cong vin sé

ISYT-VP ngay /

1. Théng tin cic 16 hong bio mat

/2023 ciia So Y té)

STT

CVE

MO0 ta

Link tham khao

CVE-2023-21529,
CVE-2023-21710,

- biém: CVSS: 8.8/7.2
(cao) 7
- M0 ta: 16 hong trong

Microsoft Exchange Server

https://msrc.microsoft.co
m/update-
guide/vulnerability/ CVE-
2023-21529
https://msrc.microsoft.co
m/update-
guide/vulnerability/ CVE-
2023-21706

1 CVE-2023-21707, | cho phép dbi tuong tan https://msrc.microsoft.co
CVE-2023-21706 | cong thyc thi ma tur xa. m/update-
- Anh huong: Microsoft guide/vulnerability/ CVE-
Exchange Server. 2023-21710
https://msrc.microsoft.co
m/update-
guide/vulnerability/ CVE-
2023-21707
- Diém: CVSS: 9.8
(nghiém trong)
- M6 ta: 16 hong trong _ .
trong Microsoft Word cho mﬁﬁz.égrgs_rc.mlcrosoft.co
2 | CVE-2023-21716 | phép d(_)l tl;I'Q’Ijg tan cong quide/vulnerability/CVE-
thuc thi ma tur xa. 2023-21716
- Anh hudng: Microsoft
Word, Microsoft
SharePoint.
- biém: CVSS: 7.3 (cao)
- M6 ta: 15 hong trong
Microsoft Publisher cho
phép ddi tuong tan cong https://msrc.microsoft.co
3 | CVE-2023.21715 | thuc hién tn cong vuot qua | m/update-

co ché bao mat (Bypass).
L5 hong nay dang bi khai
thac trong thuc té.

- Anh huong: Microsoft
365.

guide/vulnerability/CVE-
2023-21715




CVE-2023-23376,
CVE-2023-21812

- biém: CVSS: 7.8 (cao)
- M6 ta: 16 hdng trong
Windows Common Log
File System (CLFS) cho
phép ddi tugng tan cong
thue hién tan cong nang
cao dic quyén. LS hong
nay dang bi khai thac
trong thuc té.

- Anh huong: Windows
10/11, Windows Server.

https://msrc.microsoft.co
m/update-
guide/vulnerability/CVE-
2023-23376
https://msrc.microsoft.co
m/update-
guide/vulnerability/ CVE-
2023-21812

CVE-2023-21705,
CVE-2023-21713,
CVE-2023-21528

- biém: CVSS: 8.8/7.8
(cao)

- M6 ta: 15 hong trong
Microsoft SQL Server cho
phép ddi tuong tan cong
thuc thi ma tur xa.

- Anh huong: SQL Server.

https://msrc.microsoft.co
m/update-
guide/vulnerability/ CVE-
2023-21705
https://msrc.microsoft.co
m/update-
guide/vulnerability/ CVE-
2023-21713
https://msrc.microsoft.co
m/update-
guide/vulnerability/ CVE-
2023-21528

CVE-2023-21717

- biém: CVSS: 8.8 (cao)

- M6 ta: 16 hong trong
Microsoft SharePoint
Server cho phép d6i tuong
tan cdng thuc hién nang cao
dac quyén.

- Anh huong: Microsoft
SharePoint.

https://msrc.microsoft.co
m/update-
guide/vulnerability/ CVE-
2023-21717

CVE-2023-23397

- biém: CVSS: 9.1
(nghiém trong)

- M6 ta: 16 hong trong
Microsoft Outlook cho
phép ddi tugng tan cong
thue hién tan céng nang
cao dic quyén. LS hong
nay dang bi khai thac
trong thyc té.

- Anh huong: Microsoft
Outlook, Microsoft Office.

https://msrc.microsoft.co
m/update-
guide/vulnerability/CVE-
2023-23397

CVE-2023-24880

- Piém: CVSS: 5.4 (trung
binh) 7
- M0 ta: 16 hong trong

https://msrc.microsoft.co
m/update-
guide/vulnerability/CVE-




Windows SmartScreen cho
phép ddi tugng tan cong
thue hién tan cong vuot
qua co ché bao mat
(Bypass). L& hong nay
dang bi khai thac trong
thuc té.

- Anh huong: Windows
Server, Windows 10/11.

2023-24880

- biém: CVSS: 9.8
(nghiém trong)

- M6 ta: 16 héng trong
HTTP Protocol Stack cho

https://msrc.microsoft.co
m/update-

9 | CVE-2023-23392 phép ddi tuong tan cong guide/vulnerability/CVE-

thuc thi ma tur xa. 2023-23392

- Anh huong: Windows

Server, Windows 11.

- biém: CVSS: 9.8

(nghiém trong)

- M0 ta: 1o hong trong _ .

Internet Control Message m}[ﬁrs).é/args_rc.mlcrosoft.co
10 | CVE-2023-23415 | Protocol (ICMP) cho phép . .

dbi twong tan cong thyc thi guide/vulnerability/ CVE-

X ' 2023-23415

ma tur xa.

- Anh huong: Windows

Server, Windows 10/11.

- biém: CVSS: 7.8 (cao)

- M6 ta: 16 hong trong

Microsoft Excel cho phép | https://msrc.microsoft.co

doi twong tan cong thuc thi | m/update-
111 CVE-2023-23399 | s tir wa guide/vulnerability/CVE-

- Anh huong: Microsoft | 2023-23399

Office, Microsoft Excel,

Microsoft 365 .

- biém: CVSS: 7.2 (cao)

- M6 ta: 16 hong trong _ .

Windows DNS Server cho rr:;[}ﬁ;.égrtnes_rc.mlcrosoft.co
12 | CVE-2023-23400 | phép doi tugng tan cong

thg:c thi ma tu xa.
- Anh huong: Windows
Server.

guide/vulnerability/CVE-
2023-23400

2. Hwémg din khic phuc

Bién phap t6t nhat dé khic phuc 13 cap nhat ban va cho cac 16 hong bao




mat ndi trén theo huéng dan cua hiang. Pon vi tham khao cic ban cip nhat phu
hop cho céc san phdm dang sir dung tai link ngudn tham khéo tai myc 1 ctia phu
luc.

3. Tai li€éu tham khao

https://msrc.microsoft.com/update-guide

https://www.zerodayinitiative.com/blog/2023/2/14/the-february-2023-
security-update-overview
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